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WAWEF Getting Started for Vendors

Introduction

Overview

Thank you for your interest in Wide Area Workflow. This guide will help
you get started using WAWF. In addition to this guide feel free to access the
following web links for additional information and training on WAWF:

WAWEF General Information and Registration
WAWF 28td HHE 5l 55
https://wawf.eb.mil

WAWEF Training Database (great place to practice using WAWF)
WAWF X2 (WAWF £ 0|83 A& 7ts)
https://wawftraining.eb.mil

WAWEF On-line Training Course (great place to begin learning WAWF)

WAWF 22}

S I (WAWF B NS 1] 224 Us

oS

)

www.wawftraining.com

DFAS Electronic Commerce End Users Tool Box (register for classroom
training and obtain user guides)
DFAS TR} 42 AE RK & LA (WSS U /siM 55 = ALEX QUM E TEA)

http://www.dfas.mil/contractorpay/electroniccommerce/wawftrain.html

General Steps for a Vendor to follow to use WAWEF:

WAWF AF2

29O 0

8 T} hatof B 7| 2R THA

= T — 1=
Steps v Description

1 Register with the Central Contractor Registry (CCR)
CCR (Central Contractor Registry)0f| S &

2 Establish and Electronic Business (EB) Point of Contact (POC) in CCR
CCR o| TA+ &2 EEAHEBPOC) 27

3 Register of Electronic Document Access (EDA) (Optional)
EDA S E(HEAIY)

4 Ensure CAGE Code is added to WAWF Group Structure
CAGE ZE 7} WAWF 0f| =7} £ =X| =0l

5 Establish an Organizational Email Address

Oix-||o| o| |].||0| KAE A-Ix-l



https://wawf.eb.mil/
https://wawftraining.eb.mil/
http://www.wawftraining.com/
http://www.dfas.mil/contractorpay/electroniccommerce/wawftrain.html

6 Designate a Group Administrator Manager (GAM)
J&22|XHGAM) X|F

7 Determine if batch feeds for data input is necessary
HOIHUHS flor YU HEHA R 273

8 Set up PCs to Access WAWF
WAWF F =2 9|t PC 27

9 Self Register GAM
GAM © 2 X}7|-5 Z(Self Register) & 24

10 Have all users for the CAGE Code(s) self-register on the WAWF
web site for one of the available Vendor Roles.
WAWF ZAO|EO] 2= AFEXLZL AL |-S &8 AF 7S HEHgE S
T =gt

11 Practice Using WAWF

WAWF AL 012

Continued on next page




WAWEF Getting Started for Vendors, Continued

1st Step M

Register with Central Contractor Registry (CCR)
CCR(Central Contractor Registry)0] &

e All vendors must be registered in the CCR in order to sell goods and services
to the Department of Defense (DoD).

2E HE X (vendor)= =G (DoD)f| =& L AH[ A HE Al BEEA| CCR O
SE¢lofF & (0}2)2| CCR 52 AIO|E ’é.*ﬁ)

Register at URL http://www.ccr.gov/ (External Link).

o For help with registration in CCR, contact Federal Service Desk at 866-606-
8220 or 334-206-7828. If you do not know your CCR POC, you can contact the
Federal Service Desk.
CCRSZ 2t 20| CCR X| & MIE| 1-866-606-8220 It = 334-206-7828 2 2,

CR

SHEH AN CCR EHEHAIE 2 & 42 X| 2l M E(contact the Federal Service Desk) 2 & 2t


http://www.ccr.gov/

2"° Step &

Establish or verify the Electronic Business (EB) Point of Contact (POC) in CCR
CCR Lj FXte| R EHEHXHEB POC) 47 22 2ol

To facilitate electronic commerce between vendors and DOD, vendors must establish
an EB POC for their company in CCR.

YA 2f DoDZFe| HAL A2 E fIdl, YM= BEEA| CCR W XpAtS] H ALY
HEAHEBPOC)E 278 ofiOF 2
The EB POC will be responsible for authorizing vendor employee(s) access to submit,
modify and/or view data on behalf of the vendor. In WAWF terminology, the EB
POC also functions as the Group Administrator (GAM). The GAM is your company's
"Gate Keeper" and will be responsible for authorizing access to WAWF for all your
company's employee(s).
EBPOC= M2 20| 2ME ME, =78 S/E= YN E CHASH HolH =3
I3t HHAES Q17 MU KA E HY. WAWF 0f 5 EBPOCE 1
ZE[AHGAM)Z M| I gt GAME KX 2| “H0|E 7|H(ZX|7|; &
QISR 7t £ M| 2= X 22 WAWF HM| A QI7HES MAX|A & *%‘

Jot ﬂJlHJ

The CCR POC is responsible for entering EB POC data in CCR.

CCR O| BEAts WAE T HEAHEB POC)H A | O|E{ S CCR O
o

To see if an EB POC is listed for a specific company, go to http://www.ccr.gov/
(External Link) and click on "CCR Search”. Where prompted, enter the DUNS
Number or CAGE Code or Company Name and click the "Search" button. If you are
presented with a list of DUNS numbers, you will need to pick the specific location and
click on the Detail link. Scroll to the bottom of the Inquiry Results page. There you
can see if anyone is listed as the EB POC. If no one is listed, the company has not
identified an EB POC yet.

SHYUM O AR E XIS 2OI5H2 B, hitp://www.ccr.gov/ 0 F% $"CCR
Search"& & 2!, off& 20| DUNS Number EE= CAGE Code EE= Company Name
2 Q& 3 "Search” button & 2 &!. YH|2] DUNS number 7} 2 42, EH

X|°4(specn‘|c location)S X| = Detail link & S =!.

Inquiry Results Ij| O| X| S}EHO|A{ EBPOC HEHS 2H0l &t 4= /O
42, 1 2N =EPPOC S OFA! X|™MSIA| 424

o

0
=
0g
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2
£Q
o

If a vendor sees that there is no one listed as their EB POC, they need to contact the
CCR POC and ask the CCR to update the company's registration to include the EB
POC.

2*| 2l EB POC 7 FTHOf| 81587 CCR EHEAHCCR POC)Of| A Z*| 2| EB
POCE HGIOIE AM[AZEI D 2EHEA

Each vendor can establish up to two EB POCs one primary and one alternate EB POC
for each Cage/DUNS code.

Zt &Kl (Vendor)= 2} Cage/DUNS R E0f| CHoE = AFEH (F 2F )| TAIYF

YXHEB POC)E HHE % Y2


http://www.ccr.gov/
http://www.ccr.gov/

WAWEF Getting Started for Vendors, Continued

3rd Step 4 Register for Electronic Document Access (EDA). (Optional Step, but recommended.)

EDAC| S5

(L EfAFSSOIX| 2 D Abe)

Electronic Document Access (EDA) acts as a virtual file cabinet for the storage and
retrieval of multiple types of acquisition documents to include Purchase Orders and
post-award contracts. Vendors may be authorized to view contract documents that
match their validated DUNS or CAGE codes.

EDA = & EX QI ot A H| W A2 F 02| 2| A (Purchase Order) 2} & & &
A 2k(post-award contracts) S E oo CHYSHELRIO| BB E KM 3 M
DUNS

[ R |
or CAGE codes o L X|8l= HAME 2

& U B An= gz
[e]]
PN

Go to the following URL
http://eda.ogden.disa.mil/users_quide/access/Registration/req002 VendorSteps.html

for instructions. (External Link).

ApMeh RIAIALE 2 212l AIOIEE B


http://eda.ogden.disa.mil/users_guide/access/Registration/reg002_VendorSteps.html

4th Step Have your CAGE Code added to the WAWF Group Structure
A H|e| CAGE I EE WAWF o 7}

e Your CAGE Code/s must be added to WAWF Group Structure before
ar}xgersonnel can self-reglster in WAWE. If you have multiple
CAGE Codes they can all be added to your group at the same time.
M| 2| CAGE ZE= M 2f X 0] WAWF L0 A X}7|-5 & St7| 0| 0f
HFEA| 71 &|0f RLOjOF g, 2t StLte| M| 7} L2 CAGE ZE 7F UL H
O REE AE2Z SA0 =72+ US

o Optional CAGE Code extensions can be created to subdivide your
CAGE Code into smaller units. Each CAGE Code and extension will
have its own organizational e-mail address. The email addresses will
be used to notify your sub-groups that a document status has changed.

MERN CAGE T E 3t EH(extensions)2 QN O CAGEZEE O 22 S50z
M-2ztst7| s S0 &= ULk 2822 CAGE T E2f =+ (extensions) &
CAGE ZE= ATt 1R O|H S A ED, ME=tE 152 7O

HE0| ASA| A H LS S A=A E.

o To establish a vendor group for a CAGE Code, someone in your
company needs to either call the Customer Support Center phone
number or send an email to DISA Ogden. If your organization has
multiple CAGE Codes, the WAWF Customer Support Center will
assist in adding all your CAGE Codes to your CAGE Group Structure
in WAWEF. (see Customer Support link)

CAGE ZEO| &M OAF= 278 Ste{H, UM 2| 2/ 20| WAWF 024 X| &
MIE{0f M 3}5l 7Lt DISA Ogden © 2 O|H| Y-S sfjofst. X0 of 2] 749
CAGE RE7 S Z2 WAWF D AX| JHE

O| CAGE & UWof #=7t5t= AE o= A Y.

e Phoned in requests will be activated online. Emailed requests will be
processed within 48 hours after receipt.

2er0l0E st Al7IA E 1Y - U2 9%
x

= ol
2 32 0|-H Y Ha = 48 A[ZF L0 2|7} O] 2012 A Y.

o Group Activation Email: Please use the following template to email
requests to WAWF Customer Support: Customer Please fill in missing
information with your company information. (External Link).

83 o0 Y WAWF DX I ME 2 O-H Y 2782 5te{ ™ L0
}.

Lo MAIS ALgSh S2tEl 2 B K BB &



% WAWF CAGE Code Activation - Message (Plain Text)

D Fle Edt Wew Insert Format Took  Adions  Help

isend | (W ] 4 3 B (B 0 T atcach as adobe FoF |2 8 (LA 1 B | ¥ S e options... |44 89 A @ 9 !i@SnagIt [ | window v!
gl—.“l:“ AJB I IIJS = =i :Sics

[ Ta... ] |cscasswg@csd‘disa‘mil

)

Subject: |WAWF CAGE Code Activation

QGDEN SUPPORT: Please activate the following CAGE CODE(s) in WAUF

1. Cage Code(s):

Z. EBF POC's Hame:

3. EB POC's Ewail:

4. EB POC's Phone Number:

e Important - PLEASE NOTIFY YOUR EB POC! We will need
their authorization to activate individual accounts after the CAGE
Code(s) are added to WAWF.

Z=Q - 2H|o EBPOC £ 7 Z=0{0f & CAGE TE 7} WAWF Of =7}% = 7|
AEE2 2dzt Al7|2{® EB POC 2| QI7+E BH0tOf 3t



WAWEF Getting Started for Vendors, Continued

5th Step Establish an Organizational email Address.

A=Al o]-H e =25 2

WAWEF routes information according to CAGE Codes. WAWF
documents themselves do not get routed, but status information about
the documents is sent in emails. For example, email confirmations are
sent when a vendor SUBMITS a document. Email notices are sent
when the government ACCEPTS or REJECTS the document.

CAGE ZLE0f Ofs) WAWF 7} HH 2 2. WAWF 2 A XS 2&dts 20|

OfLi2t 2 A0l 2Hst AEf YRt OB HUIE. Ol S ST, YK
RIS(SUBMITS)SH B O & BX| AFg0] H&E. HEOIH 2ME
2=A(ACCEPT) £ = HHS(REJECT)SHH O|-0 € 2 & X| 7} El.

In order to receive status information about the WAWF documents,
vendors need to establish organizational email accounts and determine
who will have access to this organizational email account.

WAWF SAjo| AEf0f 243+ Y= & wotel2{ B, @H(EX) -0 HYS
(=1

23 ofofotn] 2 E HE AZS +7F el & AKX S Z2FsH0F =

Ensure that the organizational email address is operational and can
receive email prior to registering it with the WAWF Customer
Support Center.

SE A
e

=

o &
3l OF

YH(=A)2| Of-H & F27H AE7Hs et A elX| Jg T
FEA

=Xl WAWF D4 X| 2B o SZF5H7| Hof| BHEA| =

[e]
0% o

_|+0+
-

The GAM or EB POC shall provide the organizational email to the
WAWEF Customer Support Center. (See GAM Appointment Letter in
Step 6 below).
2 22| XHGAM) = M A2 SHeFXHEB POC)= WAWF 1124 X| 2 ML Of|
GH(=H)2 o|-H Y FoE MOk (Tt 60 A=GAM Appointment
Letter £ X A)
Note: If you do not set up an organizational email address, the

personal email address of the first person who self-registers from your
CAGE/DUNS Code will be used as the organizational email address.

ore HA[(Z= A2l Of-H Y =27 2-EN UK B2 82 HEWZ HA 2
CAGE/DUNS ZEE A3 XH7|-S &3 AFZIO| 7401 O|-0| Y FATt

AH(EX)O| O Y FAKE G 2 HY



WAWEF Getting Started for Vendors, Continued

6th Step Designate a Group Administrator (GAM) for your company.
FHel A& 2t2| XHGAM) K|

A GAM determines who has access to their data submitted in WAWF
and provides the authorization to activate. GAM & WAWF 0f &| = &

=0 Fot DY = ASKE 2E5HH 238 2o Q7S Y 2

In medium to large sized companies, there may be a need to establish
more than one GAM. Z/[7|¢L &tQ 0|AL9| GAM € AN g||oF &
27t e+ US

Vendors must appoint a GAM to manage their WAWF account. Itis
recommended that the EB POC be the GAM. As mentioned earlier,
the GAM is your companies "Gate Keeper" and as such this person
authorizes the activations and deactivations for the company's CAGE

Code(s). When the EB POC registers as the GAM no additional
paperwork is required to establish your WAWF GAM account.

= WAWF A E & &elste 18 22|AHGAM) S BHEA| X[ 5HOf gt
012 CHEHXHEB POC)7H 18 22| AHGAM) 7L B = 2 ATE. 20| A
=2t AXMH, 0] A& 22| XHGAM)= X[ 2| “HO|E 7|IH”0| O| AtEfo|
X| CAGE ZE/Z2| 23t A |2 dotof Chot QI7HE StA & ALY F
CHXHEB POC)7F 12 22| XHGAM)ZA S 25| K| 2] WAWF GAM

AZS 28s7| flof a7 E= FHMFRE 2R S

A e
2=

—1

QR re

n

F

0

The EB POC will also be contacted when there is a question about
invoices submitted through WAWEF. Please ensure your EB POC is
familiar with the WAWF process and they can contact company
personnel to answer invoicing questions from government officials.

EB POC = WAWF £ &35l M| =& 2= 0|A0] 2ot E &
K| o] EB POC 7} WAWF Z 2 M| A0 CHsH & L0 UALE ™ =
ZRHOZRM HIZ HE 2 & A= UM HEARE HE s A
O[O OF &

If you appoint a GAM that is not your EB POC, they are required to

submit their GAM appointment letter, signed by their EBPOC, via
email to the Ogden Customer Support Center Customer Support email

or they may fax it to the customer Service Center. The fax number is
1-801-605-7453. GAM appointment letter

ra

XY S SHYXHEB POC)7t Ol CHE ALEHES & 22| XHGAM)E K| ot
S MAYFE HYA= BHEA] OF #2|XHGAM) X|HME 2 =
Q1540 Ogden Customer Support Center 2 O| | 2 S} 7{ LT WAWF
HX|UME{Z THASH FAX H35: 1-801-605-7453

ox


mailto:CSCASSIG@CSD.DISA.MIL?subject=WAWF%20GAM%20Appointment%20Letter&
https://wawf-gt.nit.disa.mil/documentation/GAM-GV_letter.doc

WAWEF Getting Started for Vendors, Continued

7th Step Determine if batch feeds for data input is necessary.

HO[EH S ?lot 2 S(batch feed) RO FE 28

Most Vendors use the manual, web entry method to input their
documents directly into WAWF. Web entry is a good method if you
have a small volume of payment documents to create or if you have a
small amount of lines on your contract(s). But for vendors that have a
large number of transactions and/or many line items per payment
document, you may want to consider submitting documents into
WAWE via the File Transfer Protocol (FTP) or Electronic Data
Interchange (EDI) method.

LM O EE2 AHEE WAWF Of Y&Hst=0 J(IHU) S S8t =52
(manual, web entry method) 2 &S A& S X[=2 {ldl BtE MF7F " AL,
A oM 4ol OFO| |l 2FQl(Line item) O] RX| Qf2 B2 AES S YH2 E2

YEY. DLt Ao POl EALL MR

s
ro
o
o
[
u
AL}
|'O
—
.
>
5]
—
5]
3
N
o

[— =
Q= Y X = FTP(File Transfer Protocol) EE+= Electronic Data Interchange (EDI)
Al SOl M TS WAWF Of HSehe B S Mzists 9lg.

WAWEF FTP and EDI Guides are available after your account has
been activated. If further assistance is needed, please contact the
WAWEF Customer Service Center and ask for help with EDI. A
trouble ticket will be created and you will be forwarded to the Joint
Interoperability Test Center (JITC) and a technician will be assigned
to assist you in testing your file layout(s). (See Customer Support
Link).

A 2| AZOo| gd%t & = WAWF FTP 8L EDI 2L M7} 0| 8 7t 2. EDIOf
B £3 £ 20| TR A| WAWF 12 AfH| AME{Of H2t5101, K[| R HO|
JITC(Joint Interoperability Test Center) 2 MEHE|H, FH A| AR O] T LHYX|

(file layout) & H|IAE & FMEIIAIZEA 288 & AY.

10



8th Step Set up PCs to access WAWF.
WAWF HMAE Q[3tPC HY

Your current computer configuration is usually sufficient to use
WAWE. On rare occasions your computer's browser setting may need
to be changed.

M7 AT 7HX |2 = HRE AEH2 & 7 WAWF & 0| 8517(0]=
S ER 8R017|= otX 2 HRES HEt M ME LS BEY
227t A= + UAS.

Please try using WAWF first and then if you experience problems
check your set-up by selecting the "Machine Setup™ link on the
WAWEF home page or call the Ogden Help desk for assistance - for
Ogden Help desk information select the "Customer Support™ link on
the WAWF home page.

HX| WAWF £ A23H S 22X 7} Q1 © M WAWF Z 1 0| X| 2| ‘Machine Setup’
230 H&38t7Lt Ogden & =B A30] M3}EA. Ogden & =G| A0l 2het
M = WAWF Z14 0| X| | Customer Support 23 & S 2|g+74.

9th Step GAM needs to Self Register in WAWF.
AE22| XHCAM)= WAWF of| XH7| S E& A

Refer to the "Registration™ Link on the WAWF Home Page and the
Help button for details on registering in the WAWEF application as a
GAM.

GAM © 2 WAWF 0| S23}7| 9|5t XFM| St LI 2 2 WAWF S 0| X| 2
Registration" 2/ 32t Help HE S =2 & X%

If the GAM's account has not been activated within 2 business days of
self-registering, notify the WAWF Customer Service. (See Customer
Service Link).

7152 = 2 ¥ (Business day) 90| GAM | 0| &3} £ XU S AL,
WAWF 124 M H| A Of] 232

Continued on next page
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WAWEF Getting Started for Vendors, Continued

10th Step Have all users for the CAGE Code(s) self-register on the WAWF web site
for one of the available Vendor Roles.

D E AFRXIE WAWF 2IALO|EOf X}7|-S52 A|7{ B 2 (Vendor Roles)S Z+A| &t

e Once the EB POC (GAM) has been activated, all company users will
need to self-register. Now the EB POC (GAM) can activate or
deactivate their company personnel within WAWF.

|'|_|O

ICHEB POC (GAM)O| A3} £, QK| 0] B E AFRXIS L K}7|-E 23| 0f
L. O|X| EB POC (GAM)-& WAWF L0l i Xt7| @Ko XSS Bas)

clHRAB AL 4 9US.

n |:|0}'

}

e Every user of WAWF must self-register on the WAWF web site by
completing the online registration form.

WAWEF O] 2 E A8 At= 221014 0| 52 A (registration form)S =R 5G]
WAWF of X}7| S S3fjOF et

o Refer to the "Registration™ Link on the WAWF Home Page and the
Help button for details on registering in the WAWF application in a
Vendor Role.

Hi § £ (Vendor Role) 2 WAWF 0 SE3}7| &3t XtAM|3t Lf&
WAWF 2 1| 0| X| Q| Registration" 232t Help HES =2 &x&

o Note: User accounts will not be activated until the GAM activates the
accounts. The GAM will receive an email for all registrations.

A3 GAM O A8 HASE Al ZTIK| ALAIAHE B ISR e,
GAM 2 RE SZ0 Cfish 0|22 w2 HY.

o If auser's account has not been activated within 2 business days of
self-registering, notify the EB POC or WAWF Customer Support
Center.

ABRAHO| X755 & 2 HYYLof BAIsiE|X| 0B EBPOC 2
WAWF 224X 2l M E{0f 2

12



11th Step Practice Using WAWF.
WAWF ALE S48}

e Online Training Site - Once you have completed steps 1-10, you may
want to practice using WAWEF in the online training site. This site is
for practice only. You can practice submitting documents for
payment, and viewing and working on documents in the online
training site. After getting to the WAWF practice site, you should
click the "Training Instructions™ hyperlink in the left column to get
your training User IDs and passwords and important sample data.

222l WFAO|E - 1-10 2 & BHA 2tg =, 2291 1| AO|E 0| A WAWF
2 g€ A2 2242 IFAMOEQM MR HE X MR SE

4l . W=s8 9K ID 2 Password £ BtoP{H

WAWF I S ALO|E0f A< -> Help &> ‘Web based Training” 22! -> "Training

->1 B Vendor 22!

S
&
=
=
S
=
o
=
m—
=
<
i)
5}
=4
=
=
mju 8
Ju

e To practice in the online training site go to the following URL
https://wawftraining.eb.mil/ (External Link).

I AFOJEO|M 22t2l H50| 7t

Continued on Next Page
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https://wawftraining.eb.mil/

Verifying the EB POC in CCR

Introduction

Procedure

In order to register in WAWF you must have an Electronic Business (EB)
Point of Contact (POC).

WAWF 0 S2535}7| 2|8l, sl 2 2 X = ,EB POC(Electronic Business Point of Contact) 7}
RA0{OF &t

Follow the steps below to verify who is listed as your EB POC in CCR.

CCR O 31l |2 EB POC 7} = QIX| =Qlste]H ol tHAE s A

Step

Action

1

Go to the CCR web site http://www.ccr.gov
http://www.ccr.gov CCR ¥IAO|EE & 7|

Result: Home page screen opens.
21} M| 0| X| 2tHO| HE

Click CCR Search. CCR Search £ 22l

Result: CCR Search screen is displayed.
Z1t CCR M A3 2l O] LIEtH

Enter Cage Code in the Cage Code Field or enter your Company Name in the
Company Name field. Click Search.

CAGE 2 /220 CAGE AC /% & 3|A0| 20 @H|2| 0|2 Y3y

Search As of the July 30, 2008 release (4.08.2), CCR-registered vendors may elect not to display their registration in the
CCR/FedReg Public Search. Federal government users may still view all registrations from a .mil, .gov or .fed.us domain.

Simple Search

Clear Search Criteria
DUNS Number: PLUS 4a:

CAGE Code: |CAGE Code Search

Advanced Search

Company Name: Note
NAICS Code: NAICS Code Search
[[]Small Business (by NAICS code)
[[]Emerging Small Business (by NAICS code)
City:
State: | [»]
Foreign Country: | [~]
Zip/Postal Code:

C : [] (You must select an additional search criterion to search for Disaster
Response Contractors)

Socio-Economic Factors: []SgA Certified 8A Program Participant
[[1SBA Certified HUB Zone Firm
[[]SBA Certified Small Disadvantaged Business
[[] Self-Certified Small Disadvantaged Business
["]Service Disabled Veteran Owned
[C]Abilityone (formerly IWOD) Non-Profit Agency
[[]Veteran Owned Business
[[]Woman Owned Business

Listing of Search Results: g, |ist only active vendors

> List all vendors (active and previously active)

Search |

Mr. Robert E. Burton Il, CCR/FedReg Program Manager

~ CCR Version 4.10.3 o
USA
Note to all Users: This is a Federal Government computer system. Use of this system constitutes LN OOV...,
consentto monitoring at all times

Result: The CCR Search Results screen displays.
Z1}: CCR EM 21t ot HO| LIEFH

14



http://www.ccr.gov/
http://www.ccr.gov/

WAWEF Getting Started for Vendors, Continued

Step Action

H|O|X| StEte = L2471, Fo| 21t E & #US

4 Scroll to the bottom of the page and review the inquiry results.

Blectronic Business Primary POC Hectronic Business Alternate POC
Name: Jane Doe Name: Joe Smith
Addrress Line 1: 123 Main Street Addrress Line 1: 123 Main Street
Address Line 2: Suite 100 Address Line 2: Suite 100
City: Anytown City: Anytown
State: CA State: CA
Zip/Postal Code: 55555 Zip/Postal Code: 55555
Country: USA Country: USA
U.S. Phone: 555 123-9876 U.S. Phone: 555 123-9876
Non-U.S. Phone: Non-U.S. Phone:
Fax: 555 123-6543 Fax: 555 123-6543

IF someone is listed as the EB POC THEN your EB POC is established.
Procedure is complete.

EB POC 2 M 3l{Ex|= HIO|E 7t QUCHH, ST YX 2l EBPOC 7+ 0|0 BFE
A0|H, EAt= 2tz El A Y
IF there is no EB POC listed at the bottom of your profile THEN refer to

the “Establish or verify the Electronic Business Point of Contact (EB
POC) in CCR” section for a detailed procedure.

M| 27H(Profile) 5HEHO) #7| &l S =0 EB POC 7t gl 4%, AbMIS =M=
“Establish or verify the Electronic Business Point of Contact (EB POC) in CCR”

CIERTE SR
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Registering in WAWF User ID & Password - Vendor

Introduction

User ID Rules

Password Rules

In order to use the WAWF application you will need to self-register. There
are several roles for which you may register, e.g., GAM, Vendor and Vendor
View Only.

WAWF M-&S 9ISiM 7| SES ook S5
X

=
(o, AZ22IXHGAM), & H|(Vendor - HEZHS), A(Vendor View only -HE E715))

4 9l 012 2 (Role)o| US

TAQIE MAR|E : BE HAQIEL THS2 E3e|ofs

Minimum 8 characters

ol 74

Ha 82X 0l EA

0>

May contain ONLY the following special characters~!#$" _ {}
2o 7|2 = AM87ts ~1#$87_{}

Must not already be registered in WAWF.
WAWF O SE &[0 UAX| @& A

Password formatting guidelines require that every password must contain:

[ [

Minimum 8 characters

%

k>

820l €A
Must contain at least 1 capital letter

Z|2 ot 7Ol LHEAE Zehe A

O

ﬁ
B>
rot
=
o
o
B>
Mo
Rl
i
Hel
oot
mot
pa|

bt
k>
rot
S
o

>
>
>
i
Hl
oo
et
N

Al

ﬁ
B>
rot
=
o
o
m
>
Mo
Pl
mju
Hl
oot
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Cannot contain consecutive characters (abc or cba)

i

1

g

rir

A= 518 271 (0. abc E= cba)

Cannot contain repeating characters (aa, bb, etc)

rx

=kil= 2= & =7 (0. aa, bb 5)

rir
Ho

Cannot contain the same character more than twice

S EAtE FHOlY 2t =7t

Mo
rr

Entered passwords must be different from last 10 passwords used

MEE TAEE 7|20 AHZHE 10740 HAH =S

Cannot be changed within 24 hours
24 N ZHQtO| HE =7t

E=2
=2 A

= A

Continued on next page
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Registering in WAWF User ID & Password — Vendor, Continued
Follow the steps below to self-register in WAWF.

Procedure

WAWF Xt7| S&2 ?I8ll Chg BAE IE A

Step

Action

1 | Go to https://wawf.eb.mil

screen is displayed

21k US 32 HRHALAE SX

FAO|EO| H&
Result: U.S. Government Computer System Notice and Warning

A Z1 A3 EI0| LIEH.

2 | Click Accept. Accept £ =22

Wide Area Wo

w 5.0

Notice

You are accessing a U.S. Government (USG) information system (IS) that is
provided for USG authorized use only.

By using this IS (which includes any device attached 1o this IS), you consent 1o the
following conditions:

The USG routinely intercepts and monitors communications ocourring on this 1S
for purposes including, but not limited to, penetration testing, COMSEC monitaring,
network operations and defense, personnel misconduct (P), law enforcement
(LE}, and counterintelligence (C1) investigations.

At any time, the USG may inspect and seize data stored on this IS.
Communications using, or data stored on, this IS are not private, are subject to
routine manitoring, interception, and search, and may be disclosed or used for any
USG-authorized purpose

This IS includes security measures (e.q., authentication and access controls) to
protect USG interests—not for your personal benefit or privacy.

Motwithstanding the above, using this IS does not constitute consent to P, LE or
Clinvestigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or services
by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User
Agreement for details.

Notice

Wide Area Workflow is best experienced at a screen resolution greater than 1024 x
788

WARNING!

Please DO NOT use the browser BACK BUTTON within the WAWF application

The use of the browser's BACK BUTTON is not supported within the WAWF
application when completing electronic farms

Use ofthis button will cause the loss of data not yet saved to the server and will
resultin the application not performing as intended

DO NOT use the backspace key in any uneditable field, as this will function as the
back button

Where they exist, use the PREVIOUS or CANCEL buttons ta return o a previous
page within the WAWF application.

The security accreditation level ofthis site is Unclassified FOUD and below.

Do not process, store, or ransmit information classified above the accreditation
level of this system.

/2|

Wide Area Workflow

‘Vendor Customer

8 Privacy Accessi

pport  Government Custome

pport FAQ  Site Index

Result: Home screen displays. Z1}: 0| @I(Home) A3 210| L}E}FL

3 | Click Registration.
Registration 2 2!t

Wide Area Workflow 5.0

Home

Login to WAWF New User?

Registration

User ID *
Pre-Registration: Vendor Getting
Started Help
Forgot your User ID? Pre-Registration: Instructions
Password * for Agencies and Services New

o WAWF

Machine Setup
Forgot your Password?

Help

VWeb Based Training
What's New

Functional Information

Web Services for WAWF
Group Administrator Lookup
Active DoDAACSs & Roles
Active CAGESs & Roles

* Asterisk indicates required
entry.

Certificate Login to WAWF

Certificate Login

A

Wide Area Workflow

System Messages

A1} Registration 23 210[ LIEFE

Security & Privacy  Accessibility Vendor Customer Support  Government Customer Support  FAQ  Site Index

Result: Registration screen displays.
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Registering in WAWF User ID & Password - Vendor, Continued

Step

Action

4

Select the radio button labeled User 1D \ Password and Vendor.
Click Next.

User ID \ Password 2f Vendor & MEH = Next

Wide Area Workflow 5.0

=]
= 1

i

Home

Registration

User Authentication Type >>

How will you be accessing WAWF? *

@ User ID \ Password
© Common Access Card
O Software Certificate

What Roles will you be registering for? *

@ Vendor
© Government

* Asterisk indicates required entry.

Security & Privacy  Accessibility Vendor Customer Support Government Customer Support  FAQ  Site Index

Result: Data Capture screen displays.
Z1h: H|oJH TN A3 20| LtEFH

Click the Edit link next to User Profile.
User Profile 9| Edit 23 E 22!

Wide Area Workflow 5.0
Home

Registration

User Authentication Type >> Data Capture >>

User Profile * (Edit)

First Last Commercial DSN Email

Name Name Telephone Telephone Organization  p g4 00 Title Rank/Grade

User Authentication * (Edit)
User ID Password

User Security Questions * (Edit)
Security Question Security Answer

Vendor User Roles *  (Add)

Administrative User Roles * (Add)

* Asterisk indicates required entry.

Security & Privacy  Accessibility Vendor Customer Support Government Customer Support  FAQ  Site Index

Result: The Registration — Edit User Profile screen displays.
A1} The Registration - Edit User Profile 23 210| LIE}LE




Registering in WAWF User ID & Password - Vendor, Continued

6 Enter required data and click Save.
2R0HOlHE ¢ 2 Save & 28

Wide Area Workflow 5.0

Home

Registration - Edit User Profile

First Name * Last Name *

Commercial Telephone * DSN Telephone

Organization * Title =

Email Address * Confirm Email *

Rank/Grade

* Asterisk indicates required entry.

Security & Privacy  Accessibility Vendor Customer Support  Government Customer Support FAQ  Site Index

Result: User is returned to the Data Capture screen.
A1t AFE A= H|O|H NSIHO 2 Z0ty

7 Repeat steps 5-6 for User Authentication, User Security
Questions, Vendor User Roles and Administrative User Roles.
Click Submit.

AL AIRIE, ALEAE QLR A A 7, B ot

— I 1=
FIEELIECE

=l

2|5 AFB At S 2 5-

Note: Comments and attachments are optional on the
Vendor/Administrator User Roles sections.

% 10: Vendor/Administrator User Roles Al M 0| A Comments @} attachments

Result: The Registration - View & Accept Information System
User Agreement screen displays.

A1} The Registration - View & Accept Information System User Agreement
A3210] LpEd
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Click Accept. Accept £ 22

Home

Registration - View & Accept Information System User Agreement

STANDARD MANDATORY NOTICE AND CONSENT PROVISION FOR ALL DOD INFORMATION SYSTEM USER AGREEMENTS | |

By signing [or clicking-through] this document, you acknowledge and consent that when you access Department of Defense (DoD) information systems:

You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this infermation system) thatis provided for U.S. Government
authorized use only.
You consent to the following conditions:

The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but not limited to, penetration testing
communications security (COMSEC) monitoring, network operations and defense, personnel (PM), law (LE), and it (Cl)
investigations.

Atany ime, the U.S. Government may inspect and seize data stored on this information system

Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used =
for any U.S. Government-authorized purpose.

This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests— nntfﬂrvnurpersnna\ benefit or privacy.
Notwithstanding the above, using an information system does not constitute consent to personnel  law ar

searching or monitoring of the content of privileged communications or data (including work product) that are related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Under these circumstances, such communications and work product are private and confidential, as further explained
below.

Nothing in the User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U. S. Government actions for purposes of network
administration, operation, protection, or defense, or for communications security. This includes all i{ and data on an i system, of any
applicable privilege or confidentiality.

The user consents to interception/capture and seizure of ALL communications and data for any autherized purpose (including personnel misconduct, law enforcement, or
counterintelligence investigation). However, consent to or seizure of and data is not consent to the use of privileged communications ¥

|

Result: Confirmation of registration screen displays. You will
receive an e-mail containing your User ID. Once you have been
activated by an administrator, you will receive another email
notifying you of the role(s) for which you have been activated.
If you have any questions, please contact the Customer Support.

2 S5 A 20| LIEFE. AFEA2QID E 2ot O] M2 S A
. LT 2[R0l o5 2det HH =2l Q%(Ole)ol 2 gat
Fith=s ECEHES 2 2. s8¢ 82 24 MZE HHO
A A
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